Prep Discussion Notes for the 
Intelligence & National Security Summit co-sponsored by AFCEA International (AFCEA) and the Intelligence and National Security Alliance (INSA)

Thursday, September 18, 2014, at 10:15 a.m. – 11:45 a.m.

Strategic Assessment Panel: The Homeland Security Intelligence Enterprise And Strategic And Tactical Warning

Question asked to panel: The National Security Act of 1947’s mandate that the U.S. Intelligence Community prevent strategic surprise remains unchanged. Today’s open society and global threats pose both challenges and opportunities in providing meaningful strategic assessments for decision makers—whether that decision maker is the President, a Combatant Commander, the Chief of a major city police department, or a company CEO. How the nation responds to these challenges and opportunities will be shaped by its willingness and capacity to build on the foundation of its indications and warning (I&W) tradecraft honed by nearly 50 years of assessing Cold War adversaries. It also will be influenced by how the nation embraces new techniques and methods that exploit both technology and the cognitive skills of its emerging analytic cadre.  Finally, how the nation responds to the new security environment will depend on how it addresses the lingering policy issues associated with intelligence activities conducted in the homeland and/or that touch personal liberties.

ISE response:

· National Strategy for Information Sharing and Safeguarding  (NSISS) (http://www.whitehouse.gov/sites/default/files/docs/2012sharingstrategy_1.pdf) 

· Project Interoperability (http://www.ise.gov/blog/kshemendra-paul/fork-it-grab-it-use-it-announcing-project-interoperability) 

· Cybersecurity/Cyber Threat Modeling (PPD-21 and EO 13636)

· Cyber Executive Meeting
· National Security Agency (NSA)
· Federal Bureau of Investigation (FBI)
· Department of Homeland Security (DHS)
· Department of Defense (DoD)
· Standards Coordinating Council/Public-private partnership

· Fusion Center pilot – connecting private sector, Multi-State Information Sharing and Analysis Center (MS-ISAC,) homeland security

What’s different? ISE has the private sector engaged with federal efforts. ISE is bringing domains together. 

ISE’s Foundation
· Post 911/IRTPA

· Stakeholders: Federal, State, Local, Tribal, Private Sector, and International

· Poster child example: Suspicious Activity Reporting
Message: Nationwide information sharing---not just focused on federal information sharing

Challenges

Fusion Centers are still having challenges receiving information from federal agencies. The challenges are related to the following:

· Policy and procedure

· Organization culture

· Inertia

· Attitudes

· People in non-federal spaces feel as if they are treated different

Value proposition: Mutually beneficial synergy. It’s the strength to get the federal and state and local people to recognize the value.

· Syrian foreign fighter 

· Cyber and the National Infrastructure Advisory Council (NIAC)
· Private Sector

Message: Let’s get smart. Whoever sees it first should have a clear pre-planned easy way to alert the other domain.

Focus is on indicators and warnings. What should be in place are the policy framework procedures prearranged capabilities to elevate and to adjudicate it. 

Privacy and civil liberties space

· Presidential directive policy
· ISE Mission

· NSISS

Acknowledgement of the law enforcement  

· Returning foreign fighters

· Counter-violent extremist

· Homeland violent extremist

ISE Main Focus: cybersecurity (public and private sector partnership)

Cyber Threat Modeling

Message: There is an initiative underway that engages the private sector and the companies that provisions the public and private sectors and how to pre-organize to effectively share threat information between domains.
Technical part is the modeling aspect.

· Assumes that there are diverse sets of stakeholders that are willing and authorized to recognize the value. How are they effective?

· What is the example of the threat? Syrian Foreign fighters.
How does it flow up?

· Suspicious Activity Reporting
· Prearranged infrastructure with policy, procedures, tools, training  - communications are all prearranged
· Shared space

· Fusion Center 

· Infrastructure that is co-populated and co-located

· Privacy policy

· Training

· Tools 
· Not just counterterrorism
Intelligence Community highlights

JCAT – state and local connection. They are embedded in NCTC and are state and local reps. JCAT produces information bidirectional flows for state and local consumption. 

Who are the stakeholders who own strategic warning? All the communities.

Question: How do State and local officials act upon that warning in terms of training, managing resources, etc?
· National Fusion Center Strategy Report

How does it influence the grant process? 

· Funds that ISE put in organizations like DHS and Department of Justice---have conditions to align with the Federal strategy. We put privacy requirements into Fusion Center grants.
Question: How is warning information conveyed to the private sector?

· SAR

· Cyber

· Homeland Security Information Network (HSIN) 

· http://www.ise.gov/integrating-front-line-assured-sensitive-unclassified-sbu-interoperability
· The Homeland Security Information Network (HSIN) is the trusted network for homeland security mission operations to share Sensitive But Unclassified information. Federal, state, local, tribal, territorial, international and private sector homeland security partners use HSIN to manage operations, analyze data, send alerts and notices, and in general, share the information they need to do their jobs.
· Critical infrastructure

ISE Challenges:
· PII (Personally identifiable information)
· Refer to Nationwide slide

Message: The challenge is how to take advantage of all the sources in this complex environment (Project Interoperability) and how communities that have common interests and concerns are equipped to work together while protecting security and privacy.
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