FirstNet’s ICAM National Strategy Summit
Instructions: Write high-level talking points in bullet format for a 5-minute speech from the point of view of the Program Manager for the Information Sharing Environment. 
Purpose: The bullet points are for opening remarks at FirstNet’s Identity, Credential, and Access Management (ICAM) National Strategy Summit. The audience will be law enforcement, justice, and public safety professionals.


What should the talking points do? The talking points should be written from the point of view from the Program Manager for the Information Sharing Environment (ISE). Therefore, the talking points should set the stage and be written at a 40,000-foot high level in order to set the day. The talking points should focus on the National Strategy for Information Sharing and Safeguarding, the Strategic Implementation Plan, and the expected outcomes of the Summit. The expected outcomes of the summit are listed below in the background information. 
Please use the following links and background information to craft high-level talking points in bullet format.

· Kshemendra Paul, Program Manager for the Information Sharing Environment: http://www.ise.gov/users/kshemendra-paul
· FirstNet: http://en.wikipedia.org/wiki/First_Responder_Network_Authority
· National Strategy for Information Sharing and Safeguarding: http://www.whitehouse.gov/sites/default/files/docs/2012sharingstrategy_1.pdf
· Strategic Implementation Plan: http://ise.gov/strategic-implementation-plan/
· NSTIC blog: http://ise.gov/blog/ise-bloggers/nstic-identity-ecosystem-pilot-releases-trustmark-website
· 9/11 Commission: Contributing to America’s Safety: http://ise.gov/news/reflections-911-contributing-americas-safety’

· 9/11 Commission: http://ise.gov/blog/kshemendra-paul/former-911-commission-members-release-new-terror-threat-assessment
· Standards Coordinating Council: http://www.ise.gov/blog/kshemendra-paul/announcing-standards-coordinating-council
Background Information to help form the talking points.
Note#1
I think it’s important to focus our efforts on the mission-oriented side of this problem. There’s a difference between getting a device (wireless or wired) onto the FirstNet network and getting a first responder into the applications and databases that they need to succeed in their mission. The LTE standards that FirstNet will be using for the mobile broadband network has well-established mechanisms for controlling access to the FirstNet network, but the problem of user identity and access to mission apps and mission data is still fragmented and evolving. We could provide the maximum benefit from the summit by focusing on this problem, which aligns very well with both the use cases and the planned agenda speakers.

We discussed me emphasizing this viewpoint in my opening remarks. I am thinking to do so by pointing to the use cases that were distributed in the read aheads. I will, as we discussed, acknowledge that we are not asking FirstNet to solve the ICAM problem soup to buts, but, rather, we want to support Firstnet by looking to accelerate convergence on a common approach to federated ICAM, building on all the good work we plan to discuss in the next day and a half. It’s a fact of this problem set that First Net just cannot solve its problem by itself, if you accept the use cases then there is no solution other than converged federated ICAM (allowing for the remote possibility that a flash of inspiration and genius might bring another viable option forward next week).

Scott, in terms of facilitation advice, my recommendation is that you keep a loose touch the first day – this is an experienced and lively bunch of folks Harlin has brought together. I doubt there will be any difficulties in moving the discussion forward. There is value in allowing it to be open the first day, to get everyone’s voice authentically into the mix. The challenge will start at 5:01 PM, when we as a group agreed to try to help you crystalize the discussion and lay out a strawman that you can use on the second day. The second day, that is where you’ll need to pull out the meeting whip and drive the unruly and proudly independent (information sharing) natives into agreement  . . .

I think it’s important to focus our efforts on the mission-oriented side of this problem. There’s a difference between getting a device (wireless or wired) onto the FirstNet network and getting a first responder into the applications and databases that they need to succeed in their mission. The LTE standards that FirstNet will be using for the mobile broadband network has well-established mechanisms for controlling access to the FirstNet network, but the problem of user identity and access to mission apps and mission data is still fragmented and evolving. We could provide the maximum benefit from the summit by focusing on this problem, which aligns very well with both the use cases and the planned agenda speakers.

Authenticating and gaining access onto the wireless NETWORK is separate from authenticating and gaining access to the various APPLICATIONS and DATABASES.

Wireless network access is largely a solved problem because they are using the LTE standard: the SIM card in the device gets you onto the network. We really should not be designing a new wireless network access solution – that’s what Lucent and Alcatel are for.

We should be focusing on, once your device is on the network (be it a wireless device or a wired terminal) how do we authenticate the USER into an APPLICATION in order to get them access to DATA.

For example – if you have an iPhone with a PIV “Derived credential” on it, the iPhone gets onto ATT’s network via the SIM card, and you get into the government application via the PIV derived credential. Separate and distinct problems. The former is solved fairly well. The latter, not so much.

1) When I think about FirstNet, I distinguish between spectrum and (wireless) networks, to information, identity, and applications riding on top. I am assuming that there are artifacts of the wireless network layer, and to some extent the terminal device, which will influence the federated ICAM implementation. Can we isolate these requirements, and treat them separately from the addressing the identified use cases? I really have not spent a lot of time thinking about this and am perhaps outside my depth. I suppose this is a different way of addressing the scope issue Scott raised and the context point Josh highlighted.

2) The attributes John lists below in his item (4), none of them are wireless specific as far as I can tell. I am reminded of the ISE attributes in IRPTA Section 1016 by this list.

3) In terms of my office’s support for follow-on efforts, it’s important to note that we work in partnership and via other federal agencies (for this summit with DHS S&T). I am open to being asked to stay engaged and support efforts in line with what we’ve done this time, but only in partnership with FirstNet and/or other partners. I was glad to prime the pump with this first effort, but its essential that the next steps are inclusive and others are putting skin into the game.

Note#2
Some thoughts on facilitation flow.

1.       We need to get consensus on a “Federated ICAM” as the general approach.  Should be easy but should formally lock in first.

2.       We need get consensus that Firstnet needs a Trust Framework for Trusted Identities and Attributes. 

a.       This is implicit assumption in the concept of federated ICAM for those who do this stuff for a living.  I will make this point in my presentation.  Whenever you have multiple organizations (IDP, AP, RP, etc) you need a trust framework (think MOU + tech stuff).

3.       We need to understand the scope of the Trust Framework from both FirstNet and the stakeholder perspectives.

a.       Use cases help here.  Also help us to realize the value proposition for why we are doing this in the first place.

b.      If we don’t understand the perspective/constraints of participating agencies and users (they are not present in this meeting) adoption may be hampered.

4.       We need to agree on some general principles for the Trust Framework.  For example,  (not in any order)

a.       Support multiple IDPS/CSPs/APs/RPs

b.      Leverage (and adopt when possible) other national ICAM initiatives as appropriate (FICAM/SICAM, PIVI, NSTIC, NIEF, etc)

c.       Support multiple levels of assurance

d.      Secure

e.       Resilient

f.        Standards-based

g.       Agile/flexible

h.      Scalable

i.         Privacy Enhancing/Protecting IAW policy

j.         Interoperable  (technology, policy, legal, etc.)

k.       Usable (single sign-on, etc.)

l.         Cost-effective

m.    Leverages existing stakeholder infrastructure and processes to the degree practicable

n.      Support for multiple technical profiles/protocols (mobile, SOA, User to Web App, etc./SAML, OpenID Connect, OAuth, PKI, BAE,REST, SOAP, etc.)

5.       Facilitated discussion of how the initiatives briefed align with the general principles above.

a.       IMO given the principles identified above a NIEF+Trustmark approach makes lots of sense.

At any point If there are objections/push back (which there will likely be from time to time) we need to be prepared for a pro/con/value proposition discussion.

Note#3
The outcome is to provide a recommendation to FirstNet (and really any other network) as to how existing and emerging identity and credential management (ICAM) initiatives can support their requirement to credential network users and ensure only authorized access to the network.  We aim to do this by, first, allowing the existing initiatives to offer short presentations to educate everyone on how they do business.  Then secondly, we will tease out common themes and principles around a “trusted network” concept—what does that mean, how is credentialing done, and how can credentialing processes be reused and trusted across networks.

We will be providing a report, in the short term, that summarizes the information exchanged and the guidance/recommendations offered.  Longer term, the expectation is that the community sees how these existing ICAM initiatives fit together, and how a federated approach offers the scalability typically required of such networks.  The ultimate goal is a set of principles and frameworks that allow low-cost, scalable, and secure mechanisms for controlling access to sensitive resources.

I’m not sure exactly about “keeping the energy going”.  With respect to FirstNet, what they do with the suggestions is up to them.  More broadly, I guess I would hope that some of the Federal ICAM initiatives see opportunities to collaborate and harmonize, but that too will be up to the leadership of those initiatives.  I am also hopeful that more initiatives embrace the emerging trustmark concept that NSTIC and GTRI are piloting, as I think it is really key to achieving the scalability and ultimately the success with federated ICAM in a world in which there is no one central body in control of everything.

